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A) Enterprise Admin Role

1. Visit HARICA’s CertManager and sign up to create your account.

Your personal information must be accurate and fully matched (letter-by-letter) with a
government-issued identification document.

2. Once you log in, from the top right corner, click on your name and select Profile. From the
Account Settings menu, click Enable and follow the on-screen instructions to activate Two-Factor
Authentication (2FA) as it is required for this role.

After the process is completed, please inform the Enterprise Manager or an already assigned
Enterprise Admin of your Enterprise in order to provide you access as Enterprise Admin.

Logout

Account settings X

Email Address

Two-Factor Authentication (2FA)

Account details v

Language settings
Display language EN \ GR

Notification language EN| GR


https://cm.harica.gr/Login
https://cm.harica.gr/Register

3. When you gain access, a new menu Enterprise will appear in the portal. Go to Enterprise -
Admin.

My Dashboard

0B

As an Enterprise Admin, you will be able to:

These features are described in detail below.

My Dashboard

HARICA
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a0 Enterprise

aa Admin ‘
My Dashboard

assign enterprise admin role to selected users,
assign enterprise SSL & S/MIME approver roles to selected users,

initiate domain validation for enterprises,
request for new domains within existing enterprises,

submit the required legal documents for identity validation,

manage all issued certificates, and

issue bulk S/MIME certificates (email-only/SV).

20 Enterprise

Enterprises

Users

Certificates

Bulk Certificates

eSign Documents




B) Assign Enterprise Admin and Enterprise Approver Roles
1. To assign Enterprise roles to a user, go to the Users tab and select the desired user.

Please note that for a user to appear in the Users tab, they must first register on the portal using
an email address associated with a base domain that you already control.

Enterprises Users Certificates Bulk Certificates

Manage users

Y Filter by name, role etc...
\ v

User Email Organization

2. Go to the Account info tab. Enable the Enterprise Admin or/and Enterprise Approver switch,
depending on the user, and select from the drop-down menu which enterprises this user will
manage by pressing the Manage Groups button, first. Then, click Save.

Please note that the user should have first activated Two-Factor Authentication (2FA) to be able
to access these roles.

Personal info  Requests [ Account info

Account created Monday, December 16, 2024
Two-Factor Authentication (2FA) Enabled
Roles

QOrganization

‘:) Enterprise Admin

’ m Enterprise Approver  for

S5L Enterprise Approver
SMIME Enterprise Approver

Validator groups -
T Manage Groups |‘



C) Initiate Domain Validation for Enterprises

1. Toinitiate domain validation for newly added domains or refresh the validity of an already added
domain, go to Enterprise = Admin - Enterprises [tab], and select the desired enterprise or
search for it.
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2. Go to the Domains tab and press the Validate Domain button to initiate domain validation for
the specific domain.

Enterprises Domains
Domain Validity
ki alichs @ 09/12/2024 Validate Domain
orhslris mdn 17/01/2026 Validate Domain
bk glads g 17/01/2026 Validate Domain

Please note that the user that will validate the enterprise must be registered in CertManager,
first.




D) Add Domains to an Enterprise

1. 1o request for new domains within existing enterprises, from the Enterprises tab, click on the

desired enterprise.

Alias Email
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Enterprises Domains
Legal Name Country Locality

Domains
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2. Click on the Add Domains button.

FQDN DN
(EM)

Organization official name

Organlzational Unit

State or province

Locality name

150 31&6-1 Alpha-2

Organization Identifier

ohplichh ey, okalidhorg

Add Domaing

(local language)

3. Download the CSV sample provided on the portal and fill in the required columns.

Q Upload CSV File ©

& Download CSV Sample for new Domain

Please Note: The maximum number of domains allowed per CSV file is 100.

‘ Choose File | No file chosen



4. Click on Choose File to select the CSV file that you created. Then, click Upload to submit your
request.

Preview CSV File

Domain

-

5. Ifthe process is completed successfully, you will receive a confirmation email. Now, your request
needs to be approved by HARICA’s validators, who will check and verify the data that you have

submitted.
HARICA
HARICA Notification
Your request for 2 new Domain(s) in has been submitted.

Do you need any assistance? Please contact us here!

- support@harica.gr
% +30 2310 995000

Monday to Friday: 08:15 - 15:00
[{GMT+2 Athens, Greece)

© 2024 HARICA. All Rights Reserved.

6. Once the validation is completed successfully, the requested domains will appear under the
Domains tab.

Alias Email Domains

Enterprises Domains

Domain Validity



E) Submit Legal Evidence for Identity Validation

1. Tosubmit legal evidence for identity validation of the enterprise, from the Enterprises tab, select

the desired enterprise.
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2. Click on the Upload validation files button.

FQDN DN

(EN)
Organization official name
Organizational Unit
State or province

Locality name

I1SO 3166-1 Alpha-2

Country

Organization |dentifier

Group

Validity

(local language)

(EN)

3. Upload the necessary evidence for the identity validation.

At this point, upload evidence for the OV validation only. EV validation evidence is not required.

Upload validation files

Validity OV

Validity EV

i, e sl g, v s

kg g, 2y kg phalich g

®

Upload validation files



4.

If the process is completed successfully, you will receive a confirmation email. Now, your request

needs to be approved by HARICA’s validators, who will check and verify the data that you have

submitted.
HARICA
HARICA Notification
Your QV files for have been submitted.

Do you need any assistance? Please contact us here!

= support@harica.gr
S +30 2310 995000

Monday to Friday: 08:15 - 15:00
(GMT+2 Athens, Greece)

@ 2024 HARICA. All Rights Reserved.

5. Once the validation is completed successfully, the validity will be updated with a new expiration

date.

FQDN DN

(EN)
Organization official name
Organizational Unit
State or province
Locality name
1SO 3166-1 Alpha-2
Country

Organization Identifier

Group

Validity

(local language)

(EN)
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F) Manage Certificates

1. Toview allissued certificates, go to the Certificates tab.

Enterprises Users _ Bulk Certificates

Enterprise Certificates

Valid @ Revoked e Expired o

(¥ o)

by name, role etc.

Type Email CN Valid from Valid until
S/MIME IV+OV BT hat Lauaniah. RS pleae T 30/12/2024 30/12/2026 v
S/MIME IV+OV ok pidnésrihp Thaochossbon THorficly 30/12/2024 30/12/2026 v
S/MIME email-only 1R 3 A b Tl 30/12/2024 30/12/2026 v

2. Click on a certificate to view the certificate details.

Type Email CN Valid from Valid until
ASJMIME IV+0OV B el mdE B Calnrirdsl Faoropoakad 30/12/2024 30/12/2026

Download Revoke

Transaction Id: Sl s dh - bEE - T o P

Friendly name

Subject Distinquished Name CrGEL o Trausisnlid Sedeliiatis Unimniy of Trauslandd 314 70 =C00 R B DL

Vs, SLRPRPAE m b o P P S it P o, S o m i i T S 3

Subject Alternative Names el e gt

Certificate type S/MIME IV+OV

Certificate Approver Name

Certificate Approver Address LS3SE0T, | 30 5T

Issuer Distinquished Name el OeHelesis fcpdemic e e erifiutices, CECR HRFRFDS BRAME PR - 5T

Key type Ak ¥l

Serial Number SE AR AT e v AN E 0BT

Valid from 30/12/2024

Valid until 30/12/2026

Transaction notes
Status message to user

3. Go to the Download tab to download the certificate’s public key in various formats.

S/MIME IV+OV ikosto@it.auth.gr Giannis Kostopoulos 30/12/2024 30/12/2026

Details Revoke

This is encoded in PEM format This is encoded in DER format This format, includes the entire
(text) (binary) hierarchy chain




4. Go to the Revoke tab to revoke the certificate, if necessary.

S/MIME IV+OV DT gy Gimrwds FKrropoatn 30/12/2024 30/12/2026

Details Download
* Unspecified reason ~ \

Transaction notes Status message to user

- » |

5. Press the Download button to download a CSV file containing all issued certificates.

Enterprises Users Certificates Bulk Certificates

Enterprise Certificates

Valid @ Revoked o Expired o
|’ Y Filter | byname,roleetc”.

Type Email CN Valid from Valid until
S/MIME IV+OV ki srhp Gimredy Foyimpraba 30/12/2024 30/12/2026
S/MIME IV+OV Tredulic i b g Theprrioyics Thoaldh 30/12/2024 30/12/2026

S/MIME email-only Tl mihogr 30/12/2024 30/12/2026



G) Bulk Certificates

1. Toissue bulk S/MIME certificates, go to the Bulk Certificates tab and select S/MIME. Then, press
Start here to initiate the process.

Enterprises Users Certificates Bulk Certificates
Bulk Certificates
Client Authentication S/MIME
Start here ¢
Organization Created By Created At
Arfaivhe | ey of Thesdondd e b bl phuede 07/01/2025
P e Ul mersire of Thessaone b regider_jeddodakdin ki 07/01/2025
sunizile Urreerniy ai Tremalkn ikl maburer_teasgokond o ek 07/01/2025

2. Select your desired Enterprise from the drop-down menu. Then, download the CSV sample
provided on the portal and fill in the required columns.

€) Choose the Organization €) Upload CSV File
I Download CSV Sample for PKC512|
Arsratle Universry of Thessalaniki v ‘ e — ‘
Country: @i
State:

Locality: =itk ki
Name: Arnints Urnvendty of Thawmaloreki

Domains:  |gaps we suthigr
o= T W]

LN T |

w0

L

3. Click on Choose File to select the CSV file that you created. Then, accept the Terms of Use, the
Certification Practices of HARICA and the Data Privacy Statement, and press Upload.

Please note that the CertType column in the CSV file must be set to email only for Email-Only
certificates or natural legal Icp for SV certificates.

Arianotie Unkemity of Theaodosdd - sribogr test1.csv Edit
Preview CSV File
FriendlyName Email Email2 Email3 GivenName Surname PickupPassword CertType
email_only

natural_legal_lcp

| , decare that | read and agree with, by submitting this request, the Terms of Use and the Certification
»u Practices of HARICA. | also agree that HARICA shall process, use and store the data from this request in accordance with the

Data Privacy Statement
m



If the process is completed successfully, you will be prompted to download a .zip file containing
all requested certificates. You can choose to save the file immediately or download the
certificates later from the main page.

4. Allissued S/MIME certificates are available under the Bulk Certificates - S/MIME tab. You can
either download each certificate individually in various formats from the Details tab or download
a .zip file containing all certificates from the Info tab.
Finally, press the X button to revoke any certificate, if necessary.

Start here >4

Organization Created By Created At
Aikiots Lviesitty of Thewsakniki regnier_tesb@ndod e rru L TIIL OO0
Details Info
Status Info Key Algorithm From-To Options
RSA 2048 07/01/2025- ’: ‘
07/01/2027
RSA 2048 07/01/2025- .: .
07/01/2027
Arkinids Lifesrdiy of Thesakonikil regnier_tesb@ndod e rru L TIIL OO0

Ainiadke ey & Theisador

repder invi ol rhuadr mHalsHES



